
Questions
 

Q1.           

There are ethical and legal issues with the collection and use of personal data.

Complete the table with the ethical or legal issue for each situation.

One row has been completed for you.

(2)

 

(Total for question = 2 marks)

 

 

Q2.           

Large amounts of water are used to manufacture computer chips.

Describe one way this impacts the environment.

(2)

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

 

(Total for question = 2 marks)



 

 

Q3.           

Computer worms are a type of malware.

Describe one way that a worm can move from machine to machine.

(2)

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

 

(Total for question = 2 marks)

 

 

Q4.           

Police forces use algorithms to help decide how many officers to deploy and where to send them.

Discuss how algorithmic bias can affect the decisions police forces make.

Your answer should consider:

 the cause of algorithmic bias
 the impact on individuals and communities of algorithmic bias
 the methods available to reduce the risk of algorithmic bias.

 

(6)

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................



.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

 

(Total for question = 6 marks)

 

 

Q5.           

A travel company supports international travellers.

Discuss the legal and ethical issues associated with the company's collection and use of data.

Your answer should consider:

   the rights of data subjects



   the responsibilities of the travel company.

(6)

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

 

(Total for question = 6 marks)

 

 

Q6.           

Computer programs control some aeroplane landings.



Explain one reason computers are not capable of safely controlling all aeroplane landings.

(2)

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

 

(Total for question = 2 marks)

 

 

Q7.           

Issues and impact

People use spoken commands to interact with digital assistants.

Explain one ethical concern associated with digital assistant technologies.

(2)

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

 

(Total for question = 2 marks)

 

 

Q8.           

Explain one reason why files should be backed up regularly.

(2)

.............................................................................................................................................



.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

 

(Total for question = 2 marks)

 

 

Q9.           

Explain one reason why software should be patched regularly.

(2)

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

 

(Total for question = 2 marks)

 

 

Q10.           

Explain one way that a patent protects intellectual property (IP).

(2)

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

 

(Total for question = 2 marks)



 

 

Q11.           

Issues and impact

Students are asked to sign an acceptable use policy.

Explain one way that an acceptable use policy helps to protect student data.

(2)

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

 

(Total for question = 2 marks)

 

 

Q12.           

Issues and impact

Explain one reason why an employee who is logged on to the company network should not click
on a link in an email from an unknown source.

(2)

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

 

(Total for question = 2 marks)

 



 

Q13.           

Consent must be obtained before organisations can use personal data.

Give two pieces of information that organisations must tell people when requesting consent to
use their personal data.

(2)

1 ..........................................................................................................................................

.............................................................................................................................................

2 ..........................................................................................................................................

.............................................................................................................................................

 

(Total for question = 2 marks)

 

 

Q14.           

Data protection legislation sets out principles that organisations must follow.

Give two of these principles.

(2)

1 ..........................................................................................................................................

.............................................................................................................................................

2 ..........................................................................................................................................

.............................................................................................................................................

 

(Total for question = 2 marks)

 

 

Q15.           



Issues and impact

Identify the ethical issue associated with the use of artificial intelligence.

(1)

   A    Acceptable use policies

   B    Algorithmic bias

   C    Logic errors

   D    Unpatched software

 

(Total for question = 1 mark)

 

 

Q16.           

Answer the question with a cross in the box you think is correct . If you change your
mind about an answer, put a line through the box  and then mark your new answer
with a cross .

A backup of a server is made each night. Only the files changed that day are backed up.

Identify the name of this type of backup.

(1)

   A    Fragmented

   B    Full

   C    Incremental

   D    Lossy

 

(Total for question = 1 mark)

 

 

Q17.           



Identify the two types of malware that replicate their code.

(2)

   A    Key logger

   B    Ransomware

   C    Trojan

   D    Virus

   E    Worm

 

(Total for question = 2 marks)

 

 

Q18.           

Issues and impact

This notification appears on a computer screen.

(i) Name the type of malware used in this cyberattack.

(1)

.............................................................................................................................................

.............................................................................................................................................

(ii)  Explain one way that digital systems may be vulnerable

to cyberattacks when users do not properly maintain their software.

(2)



.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

.............................................................................................................................................

 

(Total for question = 3 marks)

 

 

Q19.           

The source code of a software application is automatically copyrighted.

State one other method of intellectual property protection to control who can use a software
application.

(1)

.............................................................................................................................................

 

(Total for question = 1 mark)

 

 

Q20.           

Issues and impact

State one way users could reduce the environmental impact of digital technology.

(1)

.............................................................................................................................................

.............................................................................................................................................

 

(Total for question = 1 mark)

 



 

Q21.           

Issues and impact

State two environmental issues associated with the disposal of digital technology.

(2)

1 ..........................................................................................................................................

.............................................................................................................................................

2 ..........................................................................................................................................

.............................................................................................................................................

 

(Total for question = 2 marks)

 

 

Q22.           

Issues and impact

State two methods of protecting intellectual property.

(2)

1 ..........................................................................................................................................

.............................................................................................................................................

2 ..........................................................................................................................................

.............................................................................................................................................

 

(Total for question = 2 marks)

 

 

Q23.           



State two ways that a user can increase the useful life of a smartphone rather than throwing it
away.

(2)

1 ..........................................................................................................................................

.............................................................................................................................................

2 ..........................................................................................................................................

.............................................................................................................................................

 

(Total for question = 2 marks)
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